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TEACHINGAND EXAMINATION SCHEME
. Sc. Information Techinology
W.LE.F. 2019-2020

Semester [
Paper Nome (Theory) Lec Tut Exam MAX MARKS
' [fours Hours Sess-  Sem
iwonal  Exam
mil-101  Open Source Technology & 3 | 3 20 80
Opcrating Systems
mit-162 € Programming with Data 3 1 3 20 30
Structures
mit-103  Relational Darabase 3 I 3 20 80
Management Systems
mil-104  Analyst Application Sceunly 3 1 3 20 B0
Total of Theory (Sessional + Semester Exam Marks) 400
Paper Name (Praclical} Pract Exom  NMin Mnx
Hours Hours Marks Marks
mil-135  Programming Lab-1 3 3 20 50
(C & Data Struclurcs)
mit-136  Programming Lab - 2 3 3 20 50

(SQL Programming. Open Source)

Total of Practical Marks 100
Total of Theary & Practicenl Marks 00

TEACHINGAND EXAMINATION SCHEME
M. Sc. Information Technology
Semester I
Paper Name {Theory) Lec Tul Exam BMAX MARKS

IHours Hours Sess- Sem
ional Exam

mil-201 . Programming in NET withC# 3 1 3 20 B0
mit-202  Web Technotopy - -- .. 3 | 3 20 80
mit-203  Data Communications & Ncm nrks 3 3. 20 80
mit-204  Object Oricnted Concept & C++ 3 l 3 20 80

Total of Sessional & Semester Exam Marks 400

Paper Name (Practical) Pract Exam Min Max

| ‘ Hours Hours Marks Marks
mil-205  Programming Lab - 3 ( NET & C#) J 3 20 50

mit-206  Programming Lab - 4 3 3 20 50
(Web Technology, C+t+) :

Total of Praclical Marks 100

Total of Theory & Practical Marks 500
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TEACHINGAND EXAMINATION SCHEME
M. Sc. [nformation Technology

Seinester 11
Paper Name (Theory) Lee Tut LExam MAX MAI}KS
' Hours lours Sess-  Sem
ional Exam
mit-301  Data Warehousing & Datu 5 | 3 20 30
Mining
mil-302  Daa Science 5 I 3 20 i;g
mit-303  Programming in Python 5 | 3 20
mit-304  Software Engineering & Project 5 I 3 20 80
Management
Tatnl of Sessional & Semester Exam N arks 400
' Max
Paper Name Prnr.tn:nl} Pract Exam  0Nn
X ( flours Hours Marks Mlarks
mit-305  Programming Lab -5 i 3 20 50
(Sofiware Engg, Dala Mmmg] ]
mit-306  Programiming Lab -6 3 3 20 50)
(Python& Dala Science}
] Total of Practical Marks (R1L)]
Totab of Theory & Praclical Marks 501
TEACHINGANDEXAM INATION SCHEME
M. Sc. Information Technology
Semester 1V
Paper Name (Theory} Lec Tut Exam MAX MARKS
Hours Ilours Sess-  Sem’
ionn} FExam
nit-401  Programmingin Java 5 1 3 20 gg
mil-402  Mobile App Development 5 | ) 20
with Android o ) "
mit-403  Inlormation & Network Secunity 2 1 3 3[‘.- 3[]
mit-104  SoMvare Tesling & 5 l 3 LU

Paper Name (Practical)

mil-403

mit-406

mit-=407

(uality Assurance
Toial of Sessional & Semester Exam Marks 404

Proct Exam  Min Niax

Hours Wours Mnrks Marks
Programming Lab -7 (Mobile App 3 3 20 50
Devclopment with Android)
Programming Lab - 8 3 3 20 50
(Java, Exploring Interncy)
Projects 6 3 40 100

Total ol Practical Marks 200
Tolal of Theory & Practical Marks ﬁﬂl}
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Scheme of Examination
{(For M. Sc. Computer Scienee/lnformation Technology)
The question paper will be divided into 3 parts:
Part A:
. 10 Question ol'3 mark each — 30 marks
2. Answer should not exceed more than 50 words
3. All questions are compulsory

l 5 Questions ol 3 marks cach — 25 marks

2. Answer should not exceed more than 100 words
3. All questions are compulsory
{:
I

3 Queslions of 15 marks cach — 45 marks.

There will be an internal clioice in each question,
2. Answer should not exceed 400 words
3. All guestions are compulsory.

Lec: Lectures Tut: Tutorials per week per hour

7. There will be sessional (internal assessment)} of 20 marks conducted

by the college.

One Practical exam shall be conducted by one internal and one external

examiner of a batch of 20 students in day.

4, Project Work: 6 hours per student

Duration ol Practical exam is 3 hours.

6. A laboratory Exercise File should be prepared by each student for
cach practical paper and should be submited during practical
examinations.

7. Practical ol 30 marks distribution is as under:

a. 30 marks for practical examinalion exercise for 3 queslions
b. 10 marks for Viva-voce
¢. |0 marks for Laboratory Exercise File

8. Eligibility: Graduaie from any discipline with 50% marks in aggregate.
As tesards admission on reserved category seats government rules
will be applicable.

Led

el

Scheme of Examinalion

(For M. Sc. Computer Science/Information Technology)
Res, 17(a)
The examination for the M. Sc. Compuler Science/Information Technology will
consist of 4 semesters. The examination shall consist of (a) Theory papers (b)
Laboratory / Practical work and project work. Candidates will be required to
pursue a regular, fuil time course of study at the University department for a
period of two academic years in order to be cligible for appearing in the
examination,
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Eligibility for M. Sc. Computer Sc:enceflnfbnnalmnTechnnlnn}r SDV
marks in any graduation scheme.

2. Examination:

3.

. There shall be 25 papers (4 lhr:ury. 2 practical in each semesier
and | project as practical in the fourih semester) of 2100
marks {(irst to fourth semester). Theory paper shall be of 3
hours duration having 100 marks. Out of 100 marks 20 marks
shall be considered as internal assessment based on internal
test and seminars and 80 marks will be of examination at the
end of each semester as determined by the University. The
practical shall be of 50 marks assessed by external examiner
and the project work shall be of 100 marks based on praoject
presentation and viva-voce, assessed by external examner.

.  To pass a semester a candidate shall have to score 25%
marks in each subject (theory and practical) separately and
also 36% marks in aggregate of ali the papers prescribed for
the examination,

jii. Due paper(s) will be applicable if a candidate obtains 36%

marks in aggrepate and fails in not more than two (2) papers -

(theory). Due paper(s) of first semester will be held along
with the third semester and the due paper(s) of second
semester will be held along with the fourth semester. The
third and fourth semester due paper{s) will be held in the
first and second semester respectively of the next year. The
chance of due paper(s) will be given only thrice in each
Semesier.
iv. Wherever a candidate appears at for a due paper examination
he/she will do so according to the syllabus in force.
v. A candidate not appearing at any examination/absent in any
paper of term end examination shall be deemed as fail.
A candidaie for a pass in the examination shall be required to nbtam
i At least 36% marks in the aggregate of all the papers
prescribed for the examination and
ii. Atleast 36% marks in the practical(s) wherever prescribed at
the examination, provided that if a candidate fails to secure
at leasf 25% marks in each individual paper at the examination
notwithstanding his having oblained the minimum
percenlage of marks required in the aggregate for that
examination.
No Division will be awarded in the first, second and third semester
examinations. Division shall be awarded at the end of the fourth
semester Examination on the combined marks obtained at the first,
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second third and fourth semesler taken together as noled below:

Passed with First Division 60% olthe aggregate marks 1aken together
ofall the

four semesler examinations

Passed with sccond division 48%

All the rest will be declared (o have passed the examination.
Provided that ifa candidale ciears any paper after a continuous period
of two years since he/she was admitted 1o the M, Sc. Computer
Science/Information Technoloay then for the passing marks, i.¢. 25%
marks, shall be taken into account in the case of such course(s).

4. The grace marks shall be given up (0 1% of the total aggrepate marks
ol theory and practical of that semesier in maximum one paper.

5. Candidates reappearing a1 an examination in a subsequent year shall
be examined in accordance with the scheme and syllabi in force and
shall be entitled to the award oftlie degree of year in which they clear
the last {ailing/unclear paper.

Duration: 3 hours

mit-101 Open Source Technology & Operating Sysiems
Introduction to Qperating Systems, goals of OS, operation of OS, resource
allocater and related functions, classes of OS, batch processing, multi-
processing, time sharing, distributed, real time sysicms, system calls, system
programs, structure of OS5, layer design of DOS, Unix, virtual machine OS,
kemel based OS, micro-kernel based OS, architecture of Window 2000.
Process concept, interacting process, threads, fundamental of scheduling,
scheduling criteria, long medium short term scheduling, scheduling algorithms
, structure of concurrent systein, critical section, critical region, inter-process
communication, monitor and semaphores, implementation and uses.

Logical versus physical address, swapptng, contiguous allocation,
segmentation, paging, segmentation with paging, kemel memory allocation,
page replacement algorithm, virtual memory, 'vilual memory with paging,
demand paging, dead lock, characterization, methods for handhng dead locks,
prevention, aveidance, thrashing, allocation of frame, virtual memory using
sezmenlation,

Architecture of Distributed system, inter-process communication protocol,
nebwork OS, 1ssues in distributed design, issues of distributed file system,
network structure, distributed system structure, file system, coordination.
History of Linux, Linux architecture, Linux file System, file naming, types of
files, directory command, file command, vi editor, locating files in Linux, {ilter

pipe, shell variables, local and global variables, command substitution, if, while,
for, shift, 1ar, basic networking commands in Linux.
Duration: 3 hours

mit-102C Programming with Daia Structures

Max Marks: 80

Max Marks: 80
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QOverview of C Lansuage: Hislory of C, Characler scl, C tokens, [dentifiers,
Kevwords,Dala lypes, Variables, Constants, Symbolic Constants , Operators
in C, Hierarchy ofOperators, Expressions, Type Conversions and Library
Funclions. |

Managing Input and Outpul Operation: Formatied and Unformatted [/O
Functions,Decision making, branching and looping; Decision Making
Statements - i Stalement, if~cise stalcment, nesting of i-clse stalemenls, else—
if ladder, swilch statemenl, ?operator

Looping - while, do-while, for loop, Nested loop, break, continue, and goto
stalements.Functions: Function Delinilion, protolyping, types of functions,
passing arguments tofunctions, Nested Functions, Recursive functions,
Arrays: Declaring and [nitializing, One Dimensional Arrays, Two Dimensional
Arrays,Multi-Dimensional Arrays - Passing arrays to funclions. Strings:
Declaring andlnitializing strings, Operations on strings, Arrays ol strings,
passing strings 1o functions.Storage Classes - Automatic, External, Static and
Register Variables. '
Structures-Declaring and Initializing, Nested structure, Array of Slructlure,
PassingStructures to functions, Unions. typedel, enum, Bit ficlds. Pointers —
Declarations,Pointer arithmetic, Pointers and functions, Call by value, Call Dy
reference, Pointers andArrays, Arrays of Pointers, Pointers and Structures.
Meaming of slatic and dynamicmemory allocation, Memory allacation functions,
Stack, single linked list, double linked list, circular linked list, prefix. postfix,
infix, queue, d-queue Merge sorl, quick sort, Binary
tree,representation,traversing.lhireaded binary rree binary search tree,insertion,
deletion into a binary scarch (ree, Heap sort

Graph,representation of Graph,shortest path, operation on Graphs,raversing
a Graph,topological sorting, files

Duration: 3 hours

mit-103 Relational Database Management Systems
Object of database systems, data abstraction, data definition language, data
manipulation language, database administrator database model, database
system architecture. Entity relationship model, entities and entity sets Lheir
relationship, mapping constraints, generalization, agaregation, use of ER model
for the design of databases, sequential, random, index sequential file
organization, relational algebra, nommalization up to DKNF.

Object Oriented modeling, class, different types of atiributes, gcneralization,
inheritance, aggregation, encapsulation, distributed database design,
architecture of distributed processing system, data communication concept,
data placement, placement of DDBMS, and other compenents, concutrency
control techniques, recovery, transaclion management, need of recovery,
recovery techniques, serializability, two-phase locking.

Query optimization and processing, algorithm for external sorting, select and

Max Marks: 80
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Join, object and set operations, heuristics in query opLimization, temporal
database concepl, multi-media daiabase. data-mining, association rule.
classilication, application. data-warehousing, need, architecture. characleristics,
data layer, XML tree dala madel. document, DTD schema, query, database,
data-warchousing verses view

Security and integrity of databases, securily specifications in SQL, access
control, flow contral, encryption of public key infrastructure, cryplography
and Lypes.SQL*PLUS Dala types, Constraints, Operators, DDL, DML, PL/
SQL syntax. Data types, PL/SQL lunctions, Error handling in PL/SQL, package
lunctions, package procedures, Oracle transactions. Slored procedures &
funclions. creation and execulion of procedures, lriggers
Duration: 3 hours :

mit-104 Analyst Application Security

Intreduction: Standard Systems Developmen Life cyele (SDLC) practices and
process enlerprise iformation technology (IT) architecture, key vulnerabilities
to appiications, Risk management frameworks and processes. Site Mapping &
Web Crawling, Server & Application Fingerprinting, Idenlilying the entry points,
File extensions handting, Page enumeration ad brute forcing, commenls in
code — view source, looking for leftovers and backup hles, admin inlerfaces,
robots.txt, analysis of error code

Basic Security concepls: hardware and soflware vulnerabilities

Malware: Types ol Malware, virus, Trojan, Key logger, file binder. lesting FUD
and countermeasure )

Password Cracking and Prevention: [ntroduction, password cracking
lechniques, dictionary based attack. brate force attack, cracking conmimon files
password, cracking web based password, password reset Naws, password
change flaws, cracking Wi-Fi password, counter measures lor users.
couniermeasurcs for system administrators

Authentication & Authorization vulnerabilitics: Authentication concepts.,
scenarios, user enumeration, direct page requests, parameter modification, lack
of 5L at login pages, bypassing weak CAPTCHA mechanisms. login without
551, Authorization: RBAC, authorization bypassing, parameler tampering,
forcelul browsing, rendering based authorization, client side validation aliacks.
insecure direcl objcct reference.

File handling: Insecure file handling, path traversal, eanonicalization, uploaded
Hles backdoors, insecure file extension handling, directors listing, file size, file
types, malware upload

[nput vulnerabilities: SQL injection, common implementation mistakes
authentication bypassing using SQL injection. cross site scripting, reflected v/
s slored XSS command injection, special chars —&< >, empty

Session & browser manipulation: Session & browser manipulation attacks,
scssion management (echniques, cookie based session management , cookie

Max Marks: 80
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prnpemes cookies. secrets in cookies, tampering, exposed session variables,
missing attributes — http only, secure session id rotation, ¢ross site request
forgery (CSRF), open redirect 1T Auditing - definition, objectives and slralegies
Duration: 3 hours Max Marls: 80
mit-201 Programming in NET with C#

Introduction Lo .NET, NET Framework features & architecture, CLR, Common
Type System, MSIL, Assemblies and class libraries. Introduction to visual
studio, Project basics, types of project in .Net, 1DE of VB.NET- Menu bar,
Toolbar, Solution Explorer, Toolbox, Properties Window, Form Designer, Outpul
Window, Object Browser. The environment: Editor tab, formal tab, general tab,
docking tab. visual development.

Variables -Declaring variables, Data Types, Forcing variables declarations,
Scope & lifetime of a variable, Control flow statements: condilionat statement,
loop statement, Constants, Arrays, types of arrays, Coliections.

Subroutines, Functions, Passing variable number of arguments, Optional
Arguments, Returning value from function, Msgbox&Inputbox. Class,
overloading, constructor, inheritance, averriding, interfaces

Working with Forms : Loading, showing and hiding forms, controlling one
form within another. Textbox, Labei, Buiton, Listbox, Combobox,
Checkbox,PictureBox, RadioButton, Panel, scroll bar, Timer, LisiView, TrecView,
toolbar, StalusBar,OpenFileDialog, SaveFileDialog, FontDiatog, ColorDialog,
PrintDialog, LinkLabel, Designing menus : ContexiMenu, access & shortcut
_keys.

Database programming with ADONET - Overview of ADQ, from ADO to
ADO.NET, Accessing Data using Server Explorer. Creating Connection,
Command, Dala Adapter and Data Set with OLEDB and SQLDB. Display Data
on data bound controls, display data on data grid.Generating reports using
CrystalReportViewer

Introduction to C#, variables, constants, identifiers, data types, expressions
and operators, flow control and exception handling, control structures,
properties, indexes, namespace, classes, objects, structures Object oriented
programming C#, pointers, delegates and events

Duraiion: 3 hours Viax Marks: 56
mit-202 Web Technology

Internet — current state, hardware and software requirement, {SP, an internet
account, web home page, URL, browser, security on web, searching tools,
search engines, FTP, Gopher, Telnet, emails, TFTP

Web browser architecture, web page and multimedia, static dynamic and active
web page, simple mail transfer protocol, simple network management protocol,
hypertext transfer protocol

Basics of PHP: Introduclion to PHP, what does PHP do? ,history of PHP ,
language basics ,data types , variables , expressions and operaiors -, flow

M.D.S.U. Syliabus / M.Se. Information Technology /11

control statements . including code , embedding PHP in web pages.
Funclions & Strings: Calling a function, defining a functior, variable scope,
function paramelers, return valles, variable functions, anonymous functions.
Strings: Accessing individual characters, cleaning strings, encoding and
cscaping, comparing sirings, manipulating and searching strings, regular
eXpressions. |

Arrays & Objecls: Indexed vs. associative arrays, identifying elements of an
array, storing data in arrays, multidimensional arrays, extracting inuluple values,
converting between arrays and variables, traversing arrays. sorting, Objecis:
Crealing an object, accessing properties and methods, declaring a class,
introspcction.

MySQL Overview: [ntroduction, connecting to and disconnecting from the
server , Entering queries . Creating and using a database , Creating and selecting
a database , creating a table , loading data into a table , Retrieving information
from a table , selecting all data , selecting particular rows , selecting particular
columns , sorting rows , date calculations , working with NULL values , pattern
matching , counting rows , using more than onc tables.

MySQL databases in PHP: Introduction, connecling to a MySQL databasc,
querying the database, Retrieving and displaying the results, modifying daia,
deleting data.

JavaScript - JavaScript Introduction , Variable, 1f-Else, Swilch, Operalors,
Popups, Functions,lterator functions, Loops. Forms, Events, and Event
Handling, Try-Catch, Introduction to lavaScripi Objeets, JS Buiit-in
Objects:Array,String , Date , window, document, navigator, status, history.
location. Event handling, DOM, dynamically adding, removing and replacing
DOM

Duraiion: 3 hours Viax Marls: 8()
mit-203 Data Communications & Networks

Introduction to Data communications and networking, protocols, standards
and architecture, topology, transmission mode, OSI model, analog and digilal
signals, periodic and aperiodic signals, time and frequency domain, Fourier
analysis concept,

Encoding digital to digital conversion, analog to digital conversion, digital to
analog conversion, analog 1o analog conversion, transmission of digital dala,
DTE-DCE interface, EiA-232, E1A-449, X.21, modem, cable modem, guided and
unguided, transmission media

Multiplexing, TDM, FDM, WDM, DSL, HDLC, etror classification, types of
errors, error detection, error correction, virtual redundancy check, longitudinal
redundancy check, cyclic redundancy check.

Asynchronous transfer mode, protocol architecture, ATM cells, ATM layers,
switches, circuit switching network and concepts, routing, packet switching,
X.25, virtual circuit approach, point-to-point layers, link control protocol,
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network contro! profocol
Duralion: 3 hours viax Marks: 80
mit-204 Objeet Oriented Concepts & C++
Objeet Oriented Concepts, Tokens, Expressions and Control Structures
Introduction: Basic Elements of Programming, Console /O Operations.
Conirol Structures: Control and Looping Siatements. Function: Funclion
Prolotyping. Cali and Return by Relerence, Inline Function, Delault and Consl
Arguments, Function Overloading. Arrays, Manipulators and Enumeration.
Classes and Object, Object Oriented Methodology: Buasic Concepls/
Characleristics ol OOP. Advantages and Application of OOP’s, Procedural
Programiming Vs OOP
Classes and Objects: Specifying a Class, Creating Objects. Privale & Public
Data Members and Member Funciions, Defining Inline Member Funclions.
Static Data Members and Member Functions. Arrays within Class, Arrays of
Objects, Objects as [Function Arguments, Returning Objects.
Constructors, Destructors. Operators Overloading and [nheritance,
Construciors and Destructors: [ntroduction, Parameterized Construclors,
Multiple Constructors in A Class, Constructors With Delault Arguments.
Dynamic Initialization of Objects, Copy Conslructors, Dvnamic Consiruclors,
Const Objects, Destructors Operators Overloading;: Definition, Unary and
Binary Overloading, Rules for Operator Overloading.
inheritance: Defining Derived Classes, Types of Inheritance, Construclors and
Destruclors in Derived Classes.
Pointers Virtual & Friend functions and file handling Pointers: Poinler to Objects,
(his Pointer, New and Delele Operators, Virwal Funciion, Friend Funcuons.
Opening, Closing a File, File Modes, File Painters and Lheir Manipulation.
Sequential Inpul and Output Operalions: Updating a File, Random Access,
and Error Handling During FFile Operations, Command Line Arguments,
Single linked lisls, double linked list, circular list. sparse (able, stack, quetie,
d-qucue list, priority queue, graph, prebix, postlix, infix, sorting, insertion,
selection, bubble, algorithm of quick, merge, radix, heap.
Searching, binary, lincar, tree, Binary Tree, Binary search irec, frec raversal.
breadth — first, depth — first, AVL tree, B-tree, in-ordet, pre-order, post-order
araph, BFS, DFS, shortest path, algorithm of Kruskal, prim. -
Duration: 3 hours _ Max Marks: 8¢
mit-301 Data Warehousing & Datla Mining
.Data War¢house:
Store, warchouses, mart, data warchouse architecture layer topologies, meta-
data key and action of metadata, implementing the data warchouse, data

warehouse technologies, Role and structure of data warchouse, cost of

warehousing data, function of data warehouse
Data Mining.

M.12.5.U. Syllabus/ M.Sc. Information Technology /13

Introduction Lo data mining, DM techniques. tssues and challenges in Dm.
Applications. association rules. Prior, Partition, Pincer-Search, Dynamic liemsel
counting, FP-tree growih, Incremental, Beder Algorithm

Clustering Techniques, portioning, k-Medoid algorithm, Hierarclncal. categorical
clustering alzorithm, Decision tree, best split, splitting indices and criteria,
decision tree construction algorithm, CART, 1123, C4.5. CHAID, Decision tree
construclion with presorting, rain Forest. approximate methods, Boal, Pruning
Technique

Duration: 3 hours Max ivlarks: 80
mil-302 Data Science

Introduction- Basic elemenis of R, dala inpﬁl and output, objects, atlribules.
number , veclors , array, matrix. lists,

Readine data lrom fles , controls statements, loops . functions, R scripts,
data science overviews, data visualisation using graphics in R, GiGplol 2. File
formal of araphics output, introduction to hypotheses, types of hypothesis,
data sampling. confdence and signilicance level. hypothesis tests,
paramelric lesl, non-parametric tes,

Intreduction o Regression Analysis, 1ypes of regression analysis, nonlinear
reeression, cross validation, principat component analysis. factor analysis.
classification its tvpes, logistics , rezression, supporl vector machine, k-
nearest neighbour, Naive Bayes classilication. decision Lree classification,
random forest classification, evaluating ¢lassifier model, introduction
clustering, clustering methods, assaciation rules, Apriori algorithm
Duration: 3 hours Max Marks: 80
mit-303 Programming in Pylhon

Programming, basics and strings. numbers and operalors, variables, making
decisions

Functions, classes and objecls, organizing programs. files and directories
Building modules. lext processing, Writing a GUJ with Python. Accessing
Databascs

Pvthon with XML, Network Programuming, Programming wilh C, Numerical

Programming, Web Application and Web Services, [nlegrating Java with Python

Duration: 3 hours Max Marks: 80
mit-304 Software Engincering & Project Management

Concepis of Software Engincering, Sofiware Characteristics, components
applications. software Metrics and Models; Process and Producl Melrics,
Size metric, Complexity metric., McCabe’ Cyclometic Complexity, Halsted
Theory, Function Point Analysis. |

System Development Life Cyele (SDLC) Steps, Waler fall model, Prototypes,
Spiral model. Planning and Software Project: Cost Esitmation, Project
Scheduling, Quality Assurance Plans, project Monitoring Plans.

Soflware Development & Software Design : System design, detailed design,
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Ametion oriented desion, object oricnted design user [nterface design,
Design level metrics: Phases, Process Madels, Role of Management, Role of
Metrics and Measurement, Sofware Quality factors,
Coding and Testing: Programming Practices, verificalion. Monitoring and
Control, Testing level metrics Seftware quality and reliability Clean room
approach, software reengineering.
Testing & Reliability: Testing Fundamentals, Test case design, Functional
Testing, Structural Testing, Test Plan activities during testing, Unit System ,
Integration Testing. Concept of Sofrware Reliability, Soflware Repair and
Availability, Software Errors and Faults Reliability Models (JM, GO, MUSA
Markov) Limitations of Reliability Models :
Duration: 3 hours Max Marks: 80
“mit-40) Programming in Java
Introduction to Java, history, characteristics, Object Oriented Programming,
‘data iypes, variables, arrays, difference between Java and C++Control
statements: Selection, jleration, jump statements, Operalors
Classes and Methods: Introducing classes, Class fundamentals, Declaring
QObjects, Assigning object reference variables. Introducing meilod ,
Constructors, The this Keyword, Garbage Collection- Finalize() method,
Overloading methods, Using objects as parameters, Argument Passing ,
Returning Objecls, Recursion , static and final keyword , Nested and inner
Classes , String Class ,Command Line arguments.
Inheritance, Packages, Interfaces: inhernance Basics , using super, method
overriding , Dynamic method dispatch , abstract classes , Using final with
inheritance , Packages , Access Protection , Importing packages ,Interfaces.
Exception Handling, Multithreading, Applet: Exception handling fundamentals,
Types, Using try, catch, throw, throws and finally , Java thread mode! , Creating
a Thread , Creating muitiple threads Thread priorities . synchronization , Inter-
thread communication , Applet Basics , Applet Skeleton, HTML applet 1ag —
Passing parameters 10 applel
1/0 Streams, Utility Classes:1/O Streams- Byte Streams , Character Streams ,
Reading anc Writing Files , Legacy Classes and Interface: Vector, Stack, The
Enumeration Interface , Utility classes: StringTokenizer, Date, Calendar,Random,
Scanner
Javax.Swing Package: JButton, JLabel JTextField, JPasswordField,
IRadioButton,JCheckBox, JComboBox, JList, JToggleButton, JSpinner,
JTabbedPane, JTable, ] ToolBar, JToolTip , JFrame, JPanel, IDialog, JSlider,
Introduction to Event Handling: Event Classes — Event Listener interfaces
Duration: 3 hours
mit-402 Mobile App Development with Android
Introduction to mobile communication and computing: Introduction to mobile
computing, Novel applications, limitations and GSM architecture, Mobile

Max Marks: 80
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services. Syslem architecture, Radio interface, protocols. Handover and
securily. Smart phone operating systems and smart phones applications
Fundamentals of Android Development: [ntroduction to Android., The Android
4.1 Jelly Bean SDK, Understanding the Android Software Stack, Insialling the
Android SDK, Creating Android Virtual Devices, Creating the First Android
Project, Using the Text View Control, Using the Android Emulator, The Android
Dcbug Bridge (ADRB), Basic Widgets Underslanding the Role of Android
Application Components, Event Handling , Displaying Messages Through
Toast, Creating and Starting an Activity, Using the Edit ext Control.
The Android Debug Bridge (ADB), basic widgets underslanding the role of
Android Application Components, event handling, displaying messapes
through loasl, crealing and starling an activity, using the Edit exl Control
Building Blocks for Android Application Design, Laying Out Controls in
Containers, utilizing resources and media
Using Selection Widgets and Debugging Displaying and Fetching Information
Using Dialogs and Fragments Advanced. Android Programuming: Iniernet.
Entertainment, and Services, Implementing drawing and animalions, displaying
web pages and maps, communicating with SMS and emails, creating and using
content providers: creatling and consuming services, publishing android
applications

Duration: 3 hours Max Marks: 80
mit-03 Informaltion & Network Sccurity
Classical Encryption Techniques Symmelric Cipher Model, Cryptography,
Cryptanalysis and Brule-Force Atlack, Substilution Techniques, Cacsar Cipher,
Monoalphabelic Cipher, Playfair Cipher, Hill Cipher, Polyalphabetic Cipher,
One Time Pad. Block Ciphers and the dala encryption standard: Traditional
block Cipher structure, stream Ciphers and block Ciphers, Motivation for the
feiste] Cipher structure, the feiste! Cipher, The data encryption standard, DES
encryption, DES decryplion, nature of the DES algonthm.
Public-key Cryptography and RSA: Principles of public-key cryptosystems,
applicalions, requirements, cryptanalysis. The RSA algorithm, Key Management
and Distribution: Symmetric key, distribution scenario, Hierarchical key control,
session key lifetime, a transparent key control scheme, Decentralized key
control, controlling key usage, Symmetric key distribution using asymmetric
encryplion, simple secret key distribution, secret key distribution with
confidentiality and authentication, A bybrid scheme, distribution of public
keys, public announcement of public keys, publicly available directory. public
key authority, public keys certificates, X-509 certificates. Certificates, X-509
version 3. public key infrastructure, User Authentication
Wireless network security: Wireless security, Wireless network threals, Wireless
network measures, mobile device security, security threats, mobzle device
security sirategy Web Security Considerations: Web Security Threats. Web
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Traffic Security Approaches. Secure Sockels Layer: SSL Architecture, SSL
Protocols, Transport Laver Security, Electronic Majl Security. [P Security.
Duration: 3 hours Max Marks: 8¢ °
mit-404 Software Testing & Quality Assurance

Need for Tesling—Psychology of testing—Testing economics—white box
testing , Black box testing, Grey box Testing—Relesting regression Testing—
Verification and Validation Testing Strategies—Levels of Testing—Unil,
Integration ,Systemn Testing, Acceptance Testing

Test case Design—Statement Coverage—Branch Coverage—Condition
Coverage—Decision / Condition Coverage—Multiple Condition Coverage—
Data Flow Coverage—Mutation Testing |
Test Case Designs. Boundary Value analysis—Equivalence Partitioning—Cause
E ffect Graphing, Error Guessing, Logic Based Testing, '
Special Topics: Syntax testing—Finite State Testing Logic Based Tesling,
Domain Tesling

Test Planning—Test Plan Documentation—Test Estimation—Test Schedule
—Test menitoring and Control-—standards for Testing.

Introduction of Object Qriented Testing—Automated Tools for Testing—Tool
Selection and Implementation—Test case generators—GUI Testing—Testing
Web enabled Application.
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